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Cryptographic method and apparatus for restricting access to transmitted programming 
content using hash functions and program identifiers 



/-* sysiGm iGr restricting access to tianSniitteu 
. programming content is disclosed, which transmits a 
program identifier with the encrypted programming con- 
tent. A set-top terminal or similar mechanism restricts 
access to the transmitted multimedia information using 
stored decryption keys. The set-top terminal receives 
entitlement information periodically from the head-end, 
corresponding to one or more packages of programs 
that the customer is entitled to for a given period. Each 
program is encrypted by the head-end server prior to 
transmission, using a program key, K p which may be 
unique to. the program. The set-top terminal uses the 
received program identifier, p, together with the stored 
entitlement information, to derive the decryption key 
necessary to decrypt the program. Each of the /c-bit pro- 
gram keys, K p used to encrypt transmitted programs is 
obtained by applying one or more pseudo-random hash 
functions, H, such as a length-doubling hash function, 
H, to a master key, m. The illustrative hash function, H, 
takes a /c-bit binary value and produces a binary value 
having a length of 2k t with H 0 being the left half of the 
output of the hash function, and H 1 being the right half 
of the output of the hash function. A program key, Kp, is 
obtained by recursively applying a hash function, H 0 or 
H 1t to the master key, m, depending on the correspond- 
ing binary value of each bit position of the program iden- 
tifier, p. The hash operation is represented in terms of 
an n-level binary tree, T, referred to as the key tree, with 
the master key, m, placed at the root of the tree. The 
tree is generated by applying the hash functions H 0 and 
H 1 to each node, until the desired number of tree levels 
(n) have been created. The program keys, K p , corre- 



spond io trie ieaf nodes at ihe bottom ievei of the tree. 
The program identifier, p, associated with each program 
key, Kp, corresponds to the path through the key tree 
from the root to the desired leaf node. 

FIG. 2 
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Description 

Field of the Invention 

5 [0001] The present invention relates generally to a system for restricting access to transmitted programming con- 
tent, and more particularly, to a system for transmitting an encrypted program together with a program identifier which 
is used by a set-top terminal, together with stored entitlement information, to derive the decryption key necessary to 
decrypt the program. 

w Background of the Invention 

[0002] As the number of channels available to television viewers has increased, along with the diversity of the pro- 
gramming content available on such channels, it has become increasingly challenging for service providers, such as 
cable television operators and digital satellite service operators, to offer packages of channels and programs that satisfy 
75 the majority of the television viewing population. The development of packages that may be offered to customers is gen- 
erally a marketing function. Generally, a service provider desires to offer packages of various sizes, from a single pro- 
gram to all the programs, and various combinations in between. 

[0003] The service provider typically broadcasts the television programs from a transmitter, often referred to as the 
"head-end," to a large population of customers. Each customer is typically entitled only to a subset of the received pro- 

20 g ramming, associated with purchased packages. In a wireless broadcast environment, for example, the transmitted 
programming can be received by anyone with an appropriate receiver, such as an antenna or a satellite dish. Thus, in 
order to restrict access to a transmitted program to authorized customers who have purchased the required package, 
the service provider typically encrypts the transmitted programs and provides the customer with a set-top terminal 
(STT) containing one or more decryption keys which may be utilized to decrypt programs that a customer is entitled to. 

25 In this manner, the set-top terminal receives encrypted transmissions and decrypts the programs that the customer is 
entitled to, but nothing else. 

[0004] In order to minimize piracy of the highly sensitive information stored in the set-top terminals, including the 
stored decryption keys, the set-top terminals typically contain a secure processor and secure memory, typically having 
a capacity on the order of a few kilobits, to store the decryption keys. The secure memory is generally no n -volatile, and 

30 tamper-resistant. In addition, the secure memory is preferably writable, so that the keys may be reprogrammed as 
desired, for example, for each billing period. The limited secure memory capacity of conventional set-top terminals limits 
the number of keys that may be stored and thereby limits the number of packages which may be offered by a service 
provider. It is noted that the number of programs typically broadcast by a service provider during a monthly billing period 
can be on the order of 200,000. 

35 [0005] In one variation, conventional set-top terminals contain a bit vector having a bit entry corresponding to each 
package of programs offered by the service provider. If a particular customer is entitled to a package, the corresponding 
bit entry in the bit vector stored in the set-top terminal is set to one ("1"). Thereafter, all programs transmitted by the 
service provider are encrypted with a single key. Upon receipt of a given program, the set-top terminal accesses the bit 
vector to determine if the corresponding bit entry has been set. If the bit entry has been set, the set-top terminal utilizes 

40 a single stored decryption key to decrypt the program. While, in theory, flexibility is achieved in the bit vector scheme by 
providing a bit entry for each package (a package generally consists of one program), the length of the bit vector would 
be impractical in a system transmitting many programs in a single billing period. In addition, access control in such a 
system is provided exclusively by the entries in the bit vector and is not cryptographic. Thus, if a customer is able to 
overwrite the bit vector, and set all bits to one ("1 "), then the customer obtains access to all programs. 

45 [0006] In a further variation, programs are divided into packages, and all programs in a given package are 
encrypted using the same key Again, each package typically corresponds to one television channel. The set-top termi- 
nal stores a decryption key for each package the customer is entitled to. Thus, if a program is to be included in a plurality 
of packages, then the program must be retransmitted for each associated package, with each transmission encrypted 
with the encryption key corresponding to the particular package. Although the access control is cryptographic, the over- 

so head associated with retransmitting a given program a number of times discourages service providers from placing the 
same program in a number of packages and thereby limits flexibility in designing packages of programs. 
[0007] While such previous systems for encrypting and transmitting programming content have been relatively suc- 
cessful in restricting access to authorized customers, they do not permit a service provider, such as a television net- 
work, to offer many different packages containing various numbers of programs to customers, without exceeding the 

55 limited secure memory capacity of the set-top terminal or significantly increasing the overhead. United States Patent 
Application Serial Number 08/912,186, filed August 15, 1997 and assigned to the assignee of the present invention, 
hereinafter referred to as the "Vspace System," discloses a cryptographic method and apparatus for restricting access 
to transmitted programming content. 
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[0008] Each program in the Vspace System is encrypted by the head-end server prior to transmission, using a pro- 
gram key, K P Each of the program keys is a linear combination of a defined set of master keys, M. A program identifier 
identifying the program is transmitted with the encrypted programming content. The customer's set-top terminal can 
derive the decryption key from only the received program identifier, p, and previously stored entitlement information. 
The Vspace System provides a cryptographic access control mechanism, while permitting flexible packages (since the 
program does not need to be retransmitted for each associated package) without significantly extending the program 
header (only the program identifier is transmitted with the program). 

Summary of the Invention 



[0009] Generally, encrypted programming content is transmitted by a service provider using a transmitter, or head- 
end server, to one or more customers. According to one aspect of the invention, a program identifier, p, used to identify 
the program is transmitted to the customer with the programming content. Each customer has a set-top terminal or 
another mechanism to restrict access to the transmitted multimedia information using decryption keys. The set-top ter- 
15 minal receives entitlement information from the head-end, corresponding to one or more packages of programs that the 
customer is entitled to for a given period. 

[0010] Each program is encrypted by the head-end server prior to transmission, using a program key, K p which 
may be unique to the program. In addition to transmitting the encrypted program, the head-end server transmits the pro- 
gram identifier, p, to the set-top terminal. The set-top terminal uses the received program identifier, p, together with the 
20 stored entitlement information, to derive the decryption key necessary to decrypt the program. In this manner, if a cus- 
tomer is entitled to a particular program, the set-top terminal will be able to derive the encrypted program key, K p using 
the stored and received information, and thereafter use the program key, K p to decrypt the encrypted program. In var- 
ious embodiments, the program identifier, p, can be interleaved with the program portion or transmitted on a separate 
dedicated control channel. 

25 [0011] According to one aspect of the invention, each of the /c-bit program keys, K p used to encrypt transmitted pro- 
grams is obtained by applying one or more pseudo-random hash functions, H, to a master key, m. In one implementa- 
tion, a length-doubling hash function, H, is utilized. Thus, the hash function, H, takes a /c-bit binary value and produces 
a binary value having a length of 2k. The output of the hash function, H, can be represented as a pair of /c-bit binary 
values, H 0 and where H 0 is referred to as the left half of the output of the hash function, and is the right half of 

3o the output of the hash function. 

r [0012] In an illustrative implementation, a program key, Kp, is obtained by recursively applying a hash function, H 0 
t or Hj, to the master key, m, depending on the corresponding binary value of each bit position of the program identifier, 
"7 p. Thus, if the program identifier, p, consists of n bits, one of the hash functions, H 0 or is applied for each of the, n 
bit positions of the program identifier, p, depending on the corresponding bit value of the program identifier, p. Initially, 
35 one of the hash functions, H 0 or H 1? is applied to the master key, m, depending on the binary value of the most signifi- 
cant bit of the program identifier, p. Thereafter, for each of the remaining (n-1) bit positions, one of the hash functions, 
H 0 or H 1f is applied to the result of the previous hash operation, depending on the binary value of the corresponding bit. 
The calculation of the program key, K p can be represented as follows: 

40 K p =H pn {...H p2 (H p ,(m)).„). 

[0013] The hash operation can be represented in terms of an n-level binary tree, T, referred to as the key tree, with 
the master key, m, placed at the root of the tree. The tree is generated by applying the hash functions H 0 and to each 
node, until the desired number of tree levels (n) have been created. The program keys, K p , correspond to the leaf nodes 

45 at the bottom level of the tree. The binary index (and likewise the program identifiers, p) associated with each program 
key, Kp, corresponds to the path through the key tree from the root to the desired leaf node. Thus, the index or label of 
a given node, u, is the concatenation of the labels on the edges on the path from the root to the node u. T(u) denotes 
the subtree rooted at node u, or the set of program identifiers, p, corresponding to the leaves in the subtree of node u. 
For an internal node, u, at depth r in the key tree, with a partial program identifier, p, (u 1t .., u r ), the keys of any program 

so in the subtree T(u) can be computed by activating the hash function n - r times. 

[0014] A more complete understanding of the present invention, as well as further features and advantages of the 
present invention, will be obtained by reference to the following detailed description and drawings. 



Brief Description of the Drawings 
[0015] 

FIG. 1 is a schematic block diagram illustrating a system for transmitting encrypted programming content in accord- 
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ance with one embodiment of the present invention; 

FIG. 2 is a conceptual representation of an exemplary key tree in accordance with the present invention; 
5 FIG. 3 is a schematic block diagram of an exemplary head-end server of FIG. 1 ; 

FIG. 4 is a schematic block diagram of an exemplary set-top terminal of FIG. 1 ; 
FIG. 5 illustrates a sample table from the program database of FIG. 3, 

10 

FIG. 6 illustrates a sample table from the entitlement database of FIG. 4; 

FIG. 7 is a flow chart describing an exemplary entitlement information distribution process as implemented by the 
head-end server of FIG. 3; 

15 

FIG. 8 is a flowchart describing an exemplary program distribution process as implemented by the head end server 
of FIG. 3; and 

FIG. 9 is a flowchart describing an exemplary decode process as implemented by the set-top terminal of FIG. 4. 

20 

Detailed Description 

[0016] FIG. 1 shows an illustrative network environment for transferring encrypted multimedia information, such as 
video, audio and data, from a service provider using a transmitter, such as a head-end server 300, discussed further 

25 below in conjunction with FIG. 3, to one or more customers having set-top terminals 400-401 , such as the set-top ter- 
minal 400, discussed further below in conjunction with FIG. 4, over one or more distribution networks 110. As used 
herein, a set-top terminal includes any mechanism to restrict access to the transmitted multimedia information using 
decryption keys, including, for example, a computer configuration or a telecommunications device. It is possible for soft- 
ware executed by the set-top terminal to be downloaded by the service provider. The distribution network 110 can be a 

30 wireless broadcast network for distribution of programming content, such as a digital satellite service ("DSS™"), or a 
conventional wired network, such as the cable television network ("CATV"), the Public Switched Telephone Network 
("PSTN"), an optical network, a broadband integrated services digital network ("ISDN") or the Internet. 
[0017] According to a feature of the present invention, the set-top terminal 400 intermittently receives entitlement 
information from the head-end server 300, which permits a customer to access programs that the customer is entitled 

35 to for a given time interval, such as a billing period. As used herein, a package is a predefined set of programs, and a 
given program can belong to one or more packages. A program is any continuous multimedia transmission of a partic- 
ular length, such as a television episode or a movie. The entitlement information can be downloaded from the head-end 
server 300 to the set-top terminal 400 using any suitably secure uni-directional or bi-directional protocol, as would be 
apparent to a person of ordinary skill. 

40 

PROGRAM KEYS AND PROGRAM IDENTIFIERS 

[0018] As discussed further below, each transmitted program is encrypted by the head-end server 300 using a pro- 
gram key, Kp which may be unique to the program. For a detailed discussion of suitable encryption and security tech- 

45 niques, see B. Schneier, Applied Cryptography (2d ed. 1997), incorporated by reference herein. In addition to 
transmitting the encrypted program, the head-end server 300 also transmits an n-bit program identifier, p, to the set-top 
terminals 400, which may be utilized by the set-top terminal 400, together with stored entitlement information, to derive 
the decryption key necessary to decrypt the program, in a manner described further below. As discussed below in a 
section entitled ASSIGNING PROGRAM IDENTIFIERS TO PROGRAMS, the program identifiers, p, are not chosen 

so arbitrarily. In one preferred embodiment, the program identifier, p, consists of a thirty-two (32) bit value that may be 
transmitted, for example, in the ECM field defined in the MPEG-2 standard. In this manner, if a customer is entitled to 
a particular program, the set-top terminal 400 will be able to derive the program key, K p from stored and received infor- 
mation, and thereafter use the program key, Kp to decrypt the encrypted program. 

[0019] According to a further feature of the present invention, each of the fc-bit program keys, Kp used to encrypt 
55 transmitted programs is obtained by applying one or more pseudo-random hash functions to a master key, m. For a 
detailed discussion of suitable pseudo-random hash functions, see, for example, O. Goldreich et at., "How to Construct 
Random Functions," J. ACM, 33:792-807 (1986), incorporated by reference herein. 

[0020] In one implementation, a crytographically-secure, length doubling, hash function is utilized, as follows: 
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H:{0,1}* ->{0,1) 2 \ 

where, k is the length of the program key, Kp. Thus, the hash function, H, takes a /c-bit binary value and produces a 
binary value having a length of 2k. The output of the hash function, H, can be represented as a pair of /c-bit binary val- 

5 ues, H 0 and H 1( where H 0 is referred to as the left half of the output of the hash function, H (most significant bits), and 
H 1 is the right half of the output of the hash function, H (most significant bits). H 0 and H-j can be said to be separate 
hash functions. In one illustrative implementation, when k equals 160, H could be defined by using the secret hash 
standard, SHA-1 , as defined in Secure Hash Standard, National Institute of Standards and Technology, NIST FIPS PUB 
180-1, U.S. Dept. of Commerce (April, 1995), incorporated by reference herein. In other words, H 0 equals SHA-1 (xllO), 

10 and H-) equals SHA-1 (xlH), where 0 and 1 are all-zero and all-one bit strings, respectively. 

[0021] According to a further feature of the present invention, a program key, Kp, is obtained by recursively applying 
one or more hash functions to the master key, m, depending on the binary value of the program identifier, p. In one 
implementation, the program key, Kp, is obtained by recursively applying one of the hash functions, H 0 or H 1p to the 
master key, m, depending on the binary value of each bit position of the program identifier, p. Generally, if the program 

is identifier, p, consists of n bits, one of the hash functions, H 0 or H 1t is applied for each of the n bit positions of the pro- 
gram identifier, p, (starting with the most significant bit) depending on the corresponding bit value of the program iden- 
tifier, p. Initially, one of the hash functions, H 0 or H 1t is applied to the master key, m, depending on the binary value of 
the most significant bit. Thereafter, for each of the remaining (n-1) bit positions, one of the hash functions, H 0 or H 1( is 
applied to the result of the previous hash operation, depending on the binary value of the corresponding bit. As dis- 

20 cussed below in a section entitled THE KEY TREE, the hash operation can be represented as follows: 

K P = «pn(-W p2 (H p1 (rr)))...). 

[0022] As previously indicated, the head-end server 300 will transmit the program identifier, p, with the encrypted 
25 program. Thus, given the program identifier, p, the set-top terminal 400 must obtain the program key, K p used to decrypt 
the received program. As previously indicated, the program key, K p is obtained by recursively applying one or more 
hash functions to a master key, m, depending on the binary value of the program identifier, p. The program keys, K p 
must be obtained by the customer's set-top terminal 400 indirectly using the stored entitlement information, discussed 
below, and the received program identifier, p. 

THE KEY TREE 

[0023] As previously indicated, a program key, K p , is obtained by recursively applying one or more hash functions, 
H, to a master key m, depending on the binary value of the program identifier, p. A single /c-bit master key, m, is utilized. 

35 The bits of the program identifier, p, are denoted by p = (p 1 p n ), where is the most significant bit and P n is the least 

significant bit. According to a feature of the present invention, the encryption key, Kp, for a program with a program iden- 
tifier, p, is defined as follows: 

K p =H pn (...H p2 (H p1 (m))...). 

AO 

[0024] The hash operation can also be represented in terms of a full n-level binary tree T, referred to as the key tree 
200, shown in FIG. 2. The illustrative key tree 200, shown in FIG. 2, corresponds to an implementation having program 
identifiers, p, consisting of three bits. As shown in FIG. 2, the master key, m, is placed at the root 210 of the tree 200. 
The program keys, K p , correspond to the leaf nodes, such as the leaf nodes 240-247. The index associated with each 

45 program key, Kp, shown in FIG. 2, such as the index 01 1 associated with the program key, Kp, of the leaf node 243, indi- 
cates the path through the key tree 200 from the root 21 0 to the leaf node 243. For example, the program key, Kp, of the 
leaf node 243 is obtained by following a left edge (H 0 ) from the root 21 0, a right edge (H-j) from the node 220 and a right 
edge (H^from the node 232. In other words, H 0 is initially applied to the master key m, then H 1 is applied to a first hash 
result, and H 1 is again applied to the second hash result. The resulting value is the program key, Kpo^. 

so [0025] Thus, the label of a given node, u, such as the node 243, is the concatenation of the labels on the edges on 
the path from the root 21 0 to the node u. The label of each node can be identified with the program identifiers, p. T(u) 
is utilized to denote the subtree rooted at node u, or equivalently, to denote the set of program identifiers, p, correspond- 
ing to the leaves in the subtree of node u. For an internal node, u, at depth r in the key tree 200, with a partial program 
identifier, p. (u 1( ..., u r ), the keys of any program in the subtree T(u) can be computed. The key of any program in the 

55 subtree of node u is computed by activating the hash function n - r times. Specifically, the appropriate hash function, 
H 0 or Hj, is utilized as directed by the value of each of the n -r low order bits of the program identifier, p. Thus, the pro- 
gram key, K p , corresponding to a node u can serve as an entitlement for all programs in the subtree of node u. 
[0026] If the function H is a pseudo-random generator, then the mapping of the program keys, K p {0,1 } n -» {0,1 ) k , 
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parameterized by the master key, m, is a pseudo- random function. See, for example, O. Goldreich et at., "How to Con- 
struct Random Functions," J. ACM, 33:792-807 (1986), incorporated by reference above. 

SYSTEM COMPONENTS 

[0027] FIG. 3 is a block diagram showing the architecture of an illustrative head-end server 300. The head end may 
be associated with a television network, a cable operator, a digital satellite service operator, or any service provider 
transmitting encrypted programming content. The head-end server 300 may be embodied, for example, as an RS 6000 
server, manufactured by IBM Corp., as modified herein to execute the functions and operations of the present invention. 
The head-end server 300 includes a processor 31 0 and related memory, such as a data storage device 320. The proc- 
essor 310 may be embodied as a single processor, or a number of processors operating in parallel. The data storage 
device 320 and/or a read only memory (ROM) are operable to store one or more instructions, which the processor 310 
is operable to retrieve, interpret and execute. 

[0028] As discussed above, the data storage device 320 includes a master key database 350 for storing the master 
key, m. The master key, m, may be updated, for example, once per billing period. In addition, as discussed further below 
in conjunction with FIG. 5, the data storage device 320 includes a program database 500. The program database 500 
indicates the program identifier, p, and associated packages corresponding to each program. In addition, as discussed 
further below in conjunction with FIGS. 7 AND 8, the data storage device 320 includes an entitlement information dis- 
tribution process 700 and a program distribution process 800. Generally, the entitlement information distribution proc- 
ess 700 generates and distributes the entitlement information required by each customer to access entitled programs. 
In addition, the program distribution process 800 derives the program key, K p based on the program identifier, p, 
assigned to the program in order to encrypt and transmit the program with the program identifier, p. 
[0029] The communications port 330 connects the head-end server 300 to the distribution network 110, thereby 
linking the head-end server 300 to each connected receiver, such as the set-top terminal 400 shown in FIG. 1. 
[0030] FIG. 4 is a block diagram showing the architecture of an illustrative set-top terminal 400. The set-top terminal 
400 may be embodied, for example, as a set-top terminal (STT) associated with a television, such as those commer- 
cially available from General Instruments Corp., as modified herein to execute the functions and operations of the 
present invention. The set-top terminal 400 includes a processor 410 and related memory, such as a data storage 
device 420, as well as a communication port 430, which operate in a similar manner to the hardware described above 
in conjunction with FIG. 3. 

[0031] As discussed further below in conjunction with FIG. 6, the data storage device 420 includes an entitlement 
database 600 that may be stored in a secure portion of the data storage device 420. The entitlement database 600 
includes those portions of the key tree 200 that are necessary to derive the program keys, K p , for the programs to which 
the customer is entitled. In addition, the data storage device 420 includes the hash functions, H 0 and H-,, 440. In addi- 
tion, as discussed further below in conjunction with FIG. 9, the data storage device 420 includes a decode process 900. 
Generally, the decode process 900 decrypts programs that a customer is entitled to, by using the received program 
identifier, p, and the stored entitlement information 600 to derive the program key, K p and then using the program key, 
K p to decrypt the program. 

[0032] FIG. 5 illustrates an exemplary program database 500 that stores information on each program, p, which will 
be transmitted by the head-end server 300, for example, during a given billing period, including the packages the pro- 
gram belongs to and the corresponding program identifier, p. The program database 500 maintains a plurality of 
records, such as records 505-520, each associated with a different program. For each program identified by program 
name in field 525, the program database 500 includes an indication of the corresponding packages to which the pro- 
gram belongs in field 530 and the corresponding program identifier, p, in field 535. 

[0033] FIG. 6 illustrates an exemplary entitlement database 600 that includes those portions of the key tree 200 that 
are necessary to derive the program keys, Kp, for the programs to which the customer is entitled. As previously indi- 
cated, T(u) is utilized to denote the subtree rooted at a node u, or equivalently, to denote the set of program identifiers, 
p, corresponding to the leaf nodes 240-247 in the subtree of node u. For example, if a customer is entitled to receive 
the four programs corresponding to the leaf nodes 240-243, the entitlement information would consist of the intermedi- 
ate key associated with node 220. In this manner, the appropriate hash functions, H 0 and H 1 , 440 can be used to derive 
the program keys, Kp, for each node 230, 232, 240-243 in the subtree of node 220, as necessary. 
[0034] The exemplary entitlement database 600 shown in FIG. 6 corresponds to a customer that is entitled to 
receive the four programs corresponding to the leaf nodes 240-243, as well as the two programs corresponding to the 
leaf nodes 246-247. Thus, the entitlement information recorded in the entitlement database 600 consists of the inter- 
mediate keys associated with node 220 and node 236. For each node 220 and 236, the entitlement information 
recorded in the entitlement database 600 includes the intermediate key value, 
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and Ki n , 

5 respectively, and an indication of the corresponding partial program identifier, p. The manner in which the entitlement 
information 600 is generated by the entitlement information distribution process 700 based on packages of programs 
selected by a customer is discussed below in conjunction with FIG. 7. 

PROGRAM PACKAGING 

10 

[0035] Small entitlements can be established for many sets of programs of varying size, using the tree scheme of 
the present invention. A target set, S, is established using the collection of programs to be packaged. A minimal set of 
tree nodes is obtained whose subtrees precisely cover the target set, S, as follows: 

15 

T(S) = Zc T such that K^J T(u) = S, and \Z\ is minimal. 
ueZ 

[0036] The entitlement information for the package, S, is the set of intermediate keys, K|, held at the nodes of T(S). 
20 As indicated above, this set of keys allows the set-top terminal 400 to decrypt exactly the programs in S but nothing 
else. It is noted that, in principle, the tree scheme of the present invention can create entitlement information for any 
arbitrary target set, S. It is further noted, however, that if the program identifiers, p, are assigned arbitrarily then the enti- 
tlement information may become prohibitively large for the limited secure memory of the set-top terminals 400. 

25 PROCESSES 

[0037] As discussed above, the head-end server 300 executes an entitlement information distribution process 700, 
shown in FIG. 7, to generate and distribute the entitlement information 600 required by each customer to access enti- 
tled programs. As previously indicated, the entitlement information 600 consists of the intermediate key value, K|, and 
30 an indication of the corresponding partial program identifier, p, for each node of the key tree 200 that is necessary to 
derive the program keys, Kp, for the programs to which the customer is entitled. 

[0038] Thus, the entitlement information distribution process 700 initially identifies the programs selected by the 
customer during step 710. Thereafter, the entitlement information distribution process 700 finds a minimal set of tree 
nodes, T(S), whose subtrees precisely cover the target set, S. The target set, S, is decomposed during step 720 into 

35 maximal disjoint intervals of consecutive program identifiers, p. It is noted that two program identifiers, p, are considered 
consecutive if the integers corresponding to the binary representations are consecutive. A cover, T(S), is then found for 
each interval during step 730. The set of intermediate keys, K ( , and corresponding partial program identifiers, p, held at 
the nodes of the cover, T(S), for each interval are generated during step 740. Finally, the generated entitlement infor- 
mation is downloaded by the head-end server 300 to the set-top terminal 400 during step 750, before program control 

40 terminates during step 760. 

[0039] The number of intervals in the target set, S, is referred to as l(S). To compute a cover, T(S), for a single inter- 
val of program identifiers, p, on the order of n tree nodes must be visited in a key tree 200 of depth n. Thus, the time 
complexity of the entitlement information distribution process 700 is on the order of l(S) * n. Likewise, the size of the min- 
imal cover, T(S), is on the order of l(S) • n. Programs with related content should be assigned program identifiers, p, that 

45 allow them to be packaged efficiently. In one implementation, basic packages are of the form all program identifiers, p, 
with a bit prefix \x. An entitlement for such a single-topic package is a single key in the key tree 200. Moreover, multi- 
topic packages can be assembled with no side-effects. The entitlement information is simply the set of keys for the indi- 
vidual topics that comprise the multi-topic package. In accordance with the present invention, a package defined by a 
prefix ji does not allow the set-top terminal 400 to decrypt programs with a 0 prefix of the same length. 

so [0040] As discussed above, the head-end server 300 executes a program distribution process 800, shown in FIG. 
8, to derive the program key, K p based on the program identifier, p, assigned to the program and the master key, m, in 
order to encrypt and transmit the program with the program identifier, p. It is noted that the program distribution process 
800, other than the actual transmission step, can be executed offline or in real-time. As illustrated in FIG. 8, the program 
distribution process 800 begins the processes embodying the principles of the present invention during step 810 by 

55 identifying a program to be transmitted. 

[0041 ] Thereafter, the program distribution process 800 retrieves the program identifier, p, corresponding to the pro- 
gram from the program database 500, during step 820, and then calculates the program key, Kp corresponding to the 
program during step 830. The program will then be encrypted during step 840 with the program key, Kp calculated dur- 
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ing the previous step. Finally, the program distribution process 800 will transmit the encrypted program together with the 
program identifier, p, during step 850, before program control terminates during step 860. It is noted that the program 
identifier, p, can be transmitted periodically interleaved throughout the transmission of the program information, so that 
a customer can change channels during a program and be able to derive the program key, K p which is required to 
5 decrypt the program. In an alternate embodiment, the program identifier, p, can be continuously transmitted on a sep- 
arate control channel, such as a Barker channel. 

[0042] As discussed above, the set-top terminal 400 executes a decode process 900, shown in FIG. 9, to decrypt 
programs that a customer is entitled to, by using the received program identifier, p, and the stored entitlement informa- 
tion 600 to derive the program key, K p and then using the program key, Kp to decrypt the program. As illustrated in FIG. 
10 9, the decode process 900 begins the processes embodying the principles of the present invention during step 910, 
upon receipt of a customer instruction to tune to a particular channel. 

[0043] Thereafter, the set-top terminal 400 will receive the appropriate signal during step 920, including the 
encrypted program and the transmitted program identifier, p. The decode process 900 then retrieves the stored entitle- 
ment information from the entitlement database 600 during step 930. A test is performed during step 940 to determine 

15 if with the transmitted program. If it is determined during step 940 that an entry does not exist in the entitlement data- 
base 600 having a partial program identifier, p, that matches the most significant bits of the received program identifier, 
p, then the customer is not entitled to the selected program and program control terminates during step 980. 
[0044] If, however, an entry does exist in the entitlement database 600 having a partial program identifier, p, that 
matches the most significant bits of the received program identifier, p, then the customer is entitled to the selected pro- 

20 gram. Thus, the program key, K p is then calculated during step 960 using the intermediate key, K|, retrieved from the 
entry of the entitlement database 600. Specifically, the program key, K p is computed by activating the appropriate hash 
function, H 0 or as directed by the value of each of the n - r low order bits of the program identifier, p, as follows: 

K p =H pn („.H pwt (H pf (K / ))...). 

25 

[0045] Finally, the program is decrypted using the derived program key, K p during step 970, before program control 
terminates during step 980. It is noted that if the received program is not part of the customer's entitlement, then there 
is no entitlement information in the entitlement database 600 having a partial program identifier, p, that matches the low 
order bits of the program identifier, p, received with the transmitted program. 
30 [0046] It is further noted that the decode process 900 can wait for the customer to request a particular channel 
before attempting to derive the decryption keys and determine whether the customer is entitled to the requested chan- 
nel, as described above, or the decode process 900 can alternatively periodically scan all channels to obtain the trans- 
mitted program identifiers, p, in order to derive the decryption keys for storage in the data storage device 420 and 
predetermine the customer's entitlement. 

35 

SUITABLE HASH FUNCTIONS 

[0047] As previously indicated, if the hash function, H, is a pseudo-random bit generator, then the mapping of p -» 
K p is provably a pseu do- random function. Thus, if the actual hash function, H, is cryptographically strong, then the 
40 encryption keys would be unpredictable. Accordingly, if a pirate only has access to the encrypted program broadcast, 
the knowledge that the keys were generated using the tree scheme of the present invention does not seem to help in 
breaking the encryption. Therefore, essentially the only concern is to ensure that the video encryption algorithm can 
withstand known plaintext attacks. 

[0048] The hash function, H, should possess two properties. First, it must be hard to compute the input x given half 
45 of the image H 0 (x) or H,(x) for the hash function, H. This certainly holds for any cryptographic hash H, which is hard to 
invert even when both halves of the image are known. In addition, it must be hard to compute H 0 (x) even when H^x) is 
known, and vice versa. In principle, it may be easier to complete a missing half -key when the other half is known, even 
if the function H is hard to invert. If this is the case, then a pirate who knows the program key, K p for a node u may be 
able to compute the key to a sibling node, v, and then to all the programs in the subtree of node v. 
so [0049] One advantage of the tree scheme in accordance with the present invention is that it makes merging pirated 
entitlements inefficient. Consider a pair of sibling programs, p A and P 2 , and their parent node, u. Suppose that the pirate 
knows the program key, K p , corresponding to both programs, and p 2 , which are the two halves of H(K p (u)). The pirate 
still cannot invert H and compute K p (u) since H is a cryptographic hash function. Thus, the merged pirated entitlements 
would have to contain both K p (p<|) and K p (pp), rather than more compact Kp(u). Thus, breaking into multiple set-top ter- 
55 minals 400 with cheap (but different) entitlements is not a good strategy for the pirate, since the combined entitlement 
will be very large. 

[0050] As previously indicated, suitable pseudo-random hash functions are discussed, for example, in O. Goldreich 
et a!., °How to Construct Random Functions," J. ACM, 33:792-807 (1986), incorporated by reference above. 
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[0051] tt is to be understood that the embodiments and variations shown and described herein are merely illustra- 
tive of the principles of this invention and that various modifications may be implemented by those skilled in the art with- 
out departing from the scope and spirit of the invention. 

5 Claims 

1 . A method for transmitting a program having restricted access to an end-user, said method comprising the steps of: 
assigning a program identifier to said program, said program identifier having a binary value; 

10 

defining at least one master key; 

encrypting said program using a program key, said program key obtained by applying at least one hash func- 
tion to said master key based on a binary value of said program identifier; and 

75 

transmitting said encrypted program together with said program identifier to said end-user. 



2. The method according to claim 1 , wherein said program identifier consists of n bits, and one of said hash functions 
is applied for each of the n bit positions of the program identifier depending on the corresponding bit value of the 

20 program identifier. 

3. The method according to claim 1 , further comprising the step of providing entitlement information to said end-users 
based on the set of programs obtained by said end-user 

25 4. The method according to claim 3, wherein said entitlement information includes a portion of a key tree based on 
the set of programs obtained by said end-user. 

5. The method according to claim 3, wherein said end-user uses said received program identifier to derive said pro- 
gram key from said stored entitlement information. 

30 

6. The method according to claim 1 , wherein said program identifier is interleaved with the transmission of said 
encrypted program. 

7. The method according to claim 1 , wherein said program identifier is transmitted on a control channel. 

35 

8. A method for transmitting a program to a plurality of end-users, said method comprising the steps of: 

encrypting said program using a program key, said program having a program identifier, said program key 
obtained by recursively applying a hash function to a master key based on the binary value of each bit position 
40 of said program identifier; and 



transmitting said encrypted program and said program identifier to said end-user. 

9. The method according to claim 8, wherein said program identifier consists of n bits, and a hash function is applied 
45 for each of the n bit positions of the program identifier depending on the corresponding bit value of the program 

identifier. 

10. The method according to claim 8, further comprising the step of providing entitlement information to said end-users 
based on the set of programs obtained by said end-user 

so 

11. The method according to claim 10, wherein said entitlement information includes a portion of a key tree based on 
the set of programs obtained by said end-user. 

12. The method according to claim 1 0, wherein said end-user uses said received program identifier to derive said pro- 
55 gram key from said stored entitlement information. 

13. The method according to claim 8, wherein said program identifier is interleaved with the transmission of said 
encrypted program. 
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14. The method according to claim 8, wherein said program identifier is transmitted on a control channel. 

15. A method for transmitting a program associated with at least one package of programs to a plurality of end-users, 
said method comprising the steps of: 

5 

providing entitlement information to said end-users based on the set of programs obtained by said end-user; 

encrypting said program using a program key, said program having a program identifier, said program key 
obtained by recursively applying a hash function to a master key based on the binary value of each bit position 
io of said program identifier; and 

transmitting said program identifier with said encrypted program to said end-users, said end-users deriving 
said program key from said stored entitlement information if said end-user is entitled to said program. 

15 16. The method according to claim 15, wherein said program identifier consists of n bits, and one of said hash functions 
is applied for each of the n bit positions of the program identifier depending on the corresponding bit value of the 
program identifier. 

17. The method according to claim 15, wherein said entitlement information includes a portion of a key tree based on 
20 the set of programs obtained by said end-user. 

18. The method according to claim 15, wherein said end-user uses said received program identifier to derive said pro- 
gram key from said stored entitlement information. 

25 19. The method according to claim 15, wherein said program identifier is interleaved with the transmission of said 
encrypted program. 

20. The method according to claim 15, wherein said program identifier is transmitted on a control channel. 

30 21. A method for decoding an encrypted program, said method comprising the steps of: 

receiving entitlement information from a provider of said program, said entitlement information including a por- 
tion of a key tree based on a set of programs obtained by said customer; 

35 receiving said encrypted program and a program identifier, said encrypted program encrypted with a program 

key; 

deriving said program key from said program identifier and said stored portion of said key tree; and 
40 decrypting said encrypted program using said program key. 

22. The method according to claim 21, wherein said program identifier consists of n bits, said master key is placed at 
the root of said key tree and said key tree is generated by applying a hash function to each node, until n tree levels 
have been created. 

45 

23. A method for decoding an encrypted program, said method comprising the steps of: 

receiving entitlement information from a provider of said program, said entitlement information including at 
least one intermediate key from a key tree based on a set of programs obtained by said customer; 

50 

receiving said encrypted program and a program identifier, said encrypted program encrypted with a program 
key; 

deriving said program key from said program identifier and said stored intermediate key by recursively applying 
55 a hash function to said intermediate key based on the binary value of said program identifier; and 

decrypting said encrypted program using said program key. 
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24. The method according to claim 23, wherein said program identifier consists of n bits and said intermediate key cor- 
responds to an intermediate node at a level r of said key tree, and wherein said hash function is applied to said 
intermediate key n - r times. 

5 25. A system for transmitting a program having restricted access to an end-user, said system comprising: 
a memory for storing a master key and computer readable code; and 
a processor operatively coupled to said memory, said processor configured to: 

w 

assign a program identifier to said program, said program identifier having a binary value, 
define at least one master key; 

is encrypt said program using a program key, said program key obtained by applying at least one hash function 

to said master key based on a binary value of said program identifier; and 

transmit said encrypted program together with said program identifier to said end-user. 

20 26. A system for transmitting a program having restricted access to an end- user, said system comprising: 

a memory for storing a master key and computer readable code; and 

a processor operatively coupled to said memory, said processor configured to: 

25 

encrypt said program using a program key, said program having a program identifier, said program key 
obtained by recursively applying a hash function to a master key based on the binary value of each bit position 
of said program identifier; and 

30 transmit said encrypted program and said program identifier to said end-user. 

27. A system for decoding an encrypted program, said system comprising 

a memory for storing a master key and computer readable code; and 

a processor operatively coupled to said memory, said processor configured to: 

receive entitlement information from a provider of said program, said entitlement information including a por- 
tion of a key tree based on a set of programs obtained by said customer; 

receive said encrypted program and a program identifier, said encrypted program encrypted with a program 
key; 



35 



45 



derive said program key from said program identifier and said stored portion of said key tree; and 

decrypt said encrypted program using said program key. 

28. An article of manufacture comprising: 

so a computer readable medium having computer readable code means embodied thereon, said computer read- 

able program code means comprising: 

a step to assign a program identifier to a program, said program identifier having a binary value; 

55 a step to define at least one master key; 

a step to encrypt said program using a program key, said program key obtained by applying at least one hash 
function to said master key based on a binary value of said program identifier, and 
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a step to transmit said encrypted program together with said program identifier to said end-user. 
29. An article of manufacture comprising: 

5 a computer readable medium having computer readable code means embodied thereon, said computer read- 

able program code means comprising: 

a step to receive entitlement information from a provider of a program, said entitlement information including a 
portion of a key tree based on a set of programs obtained by said customer; 

10 

a step to receive said encrypted program and a program identifier, said encrypted program encrypted with a 
program key; 

a step to derive said program key from said program identifier and said stored portion of said key tree; and 

15 

a step to decrypt said encrypted program using said program key. 

20 
25 
30 
35 
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of the output of the hash function. A program key, Kp, is 
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to the master key, m : depending on the correspond- 
ing binary value of each bit position of the program iden- 
tifier, p. The hash operation is represented in terms of 
an n-level binary tree, T, referred to as the key tree, with 
the master key, m, placed at the root of the tree. The 



tree is generated by applying the hash functions H 0 and 
H 1 to each node, until the desired number of tree levels 
(n) have been created. The program keys, Kp, corre- 
spond to the leaf nodes at the bottom level of the tree. 
The program identifier, p, associated with each program 
key, K p , corresponds to the path through the key tree 
from the root to the desired leaf node. 
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